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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent Work Item 

	Parent Work Items 

	Unique ID
	Title

	
	



2.3	Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


3	Justification
Rel-15 5GS introduced some enhancements to authentication. E.g. identifier privacy, home network control, and the use of EAP authentication were added. 
Some additional enhancements were discussed but left for future releases. For instance, leakage of the long-term key was studied as part of FS_NSA in TR 33.899, as was forward secrecy. It was agreed to not include new functionality in Rel-15 relating to these enhancements in order to ensure that Rel-15 can be completed in time. The authentication procedure should be enhanced to defend against the following attacks:
(1)	Long-term key leakage attacks
(2)	Linkability attacks
(3)	DDoS attacks. 
Generally speaking, the long-term key leakage can lead to the compromise of the session anchor keys, such as session anchor key KSEAF or KAMF. Once these session anchor keys are disclosed, the communications between UE and the network cannot be secure, as the encryption keys and integrity protection keys are all derived from the session anchor keys.
There is a study in Rel-16 on Long Term Key Update Procedures (FS_LTKUP) which investigates how to recover from the compromise of the long-term key by updating the key. As a result, attackers cannot obtain the session anchor keys as the long term key has been updated. Unfortunately, no normative work will be provided on the basis of TR 33.834.
The proposed study tries to address the long-term key leakage attacks in a different way. Instead of refreshing the long-term key, it is intended to ensure the security of past, present and future session anchor key (KSEAF or KAMF) even if the long-term key is disclosed.
Linkability attacks are not a new security issue to 3GPP networks. The UMTS AKA protocol suffers from the linkability attack because two different error messages (MAC failure, Synch failure) in case of authentication failure may be sent from UE to the network. 5G AKA and EAP AKA` are subjected to the linkability attack like UMTS AKA because they inherit the error messages (MAC failure, Synch failure) from UMTS AKA.
Rel-15 introduced the privacy enhancement that the subscriber permanent identifier (SUPI) can be protected from exposure by concealing it with the home network public key. A consequence of the mechanism is that the processing load in the home network has increased as the UDM/SIDF needs to perform public key operations. This opens up new distributed DoS (DDoS) threats towards the UDM/SIDF. 
4	Objective
The objectives of this study are as follows:
-	Study key issues, potential security requirements and solutions of how to enhance the authentication process to ensure the security of session anchor keys in case the long-term key is leaked.
-	Study key issues, potential security requirements and solutions of how to mitigate the linkability attacks
-	Study key issues, potential security requirements and solutions of how to mitigate the impacts of DDoS threats due to concealing the SUPI. 
-	Study key issues, potential security requirements and solution of how to mitigate the leaking of SQN values during AKA re-synchronisation.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR
	33.XXX
	Study on authentication enhancements in 5GS
	SA#864 (June December 2019)
	SA#865 (September December 2019)
	



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	None
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